
phpGroupWare XML-RPC/SOAP
Methodology

1. System level requests

1.1. Login and authentication
Authentication for userloginsis handled internally nodifferently thanfor thetypicalphpGroupWare
login via webbrowser. Server logins,addedfor XML-RPC andSOAP, areonly slightly different.For
eitherprotocol, userandserver login andauthentication andsubsequent requestsarehandledby their
respectiveserverapps,xmlrpc.phpandsoap.php. A server is identifiedby a customHTTPheader,
withoutwhicha normal userlogin will beundertaken.

A clientor serversendstheappropriateXML-RPC or SOAP packetcontaining host,user, andpassword
informationto thephpgw server. Theserver thenassignsa sessionidandkey, which is returnedto the
client in theappropriateformat.

Ourcurrent methodfor authenticating requestsaftersuccessfullogin is via theAuthorization:Basic
HTTPheaderto besentby theclientor requestingserver. Theformat of thisheaderis a base64encoding
of theassignedsessionidandkp3variables,seperatedby a ’:’.

Furthersecuritymaybeobtainedby usingSSLon theclientandserver. In thefuture,we may
encrypt/descryptthedataoneitherend,or at leastprovide this asanoption. Thesessionidandkey
variableswill makethis possible,andrelatively secure.

1.1.1. system.login

Thefirst request aclientwill make is thesystem.loginmethod. Hereis a sampleof aserver login packet
in XML-RPC:

<?xml version="1.0"?>
<methodCall>
<methodName>system.login</methodName>
<params>
<param>
<value><struct>
<member><name>server_name</name>
<value><string>my.host.name</string></value>
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</member>
<member><name>username</name>
<value><string>bubba</string></value>
</member>
<member><name>password</name>
<value><string>gump</string></value>
</member> </struct></value>
</param>
</params>
</methodCall>

And thesamein SOAP:

<?xml version="1.0"?>
<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/1999/XMLSchema-
instance" xmlns:xsd="http://www.w3.org/1999/XMLSchema" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:si="http://soapinterop.org/xsd"
xmlns:ns6="http://soapinterop.org" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body> <ns6:system_login>
<server_name xsi:type=":string">my.host.name</server_name>
<username xsi:type=":string">bubba</username>
<password xsi:type=":string">gump</password>
</ns6:system_login>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Thesamestyleof packetwouldberequiredfor a user/clientlogin. A successfullogin shouldyield the
following reply:

<methodResponse>
<params>
<param>
<value><struct>
<member><name>sessionid</name>
<value><string>cf5c5534307562fc57915608377db007</string></value>
</member>
<member><name>kp3</name>
<value><string>2fe54daa11c8d52116788aa3f93cb70e</string></value>
</member>
</struct></value>
</param>
</params>
</methodResponse>
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And a failedlogin:

<methodResponse>
<params>
<param>
<value><struct>
<member><name>GOAWAY</name>
<value><string>XOXO</string></value>
</member>
</struct></value>
</param>
</params>
</methodResponse>

eqweqw

1.1.2. system.logout

Logout:

<?xml version="1.0"?>
<methodCall>
<methodName>system.logout</methodName>
<params> <param>
<value><struct>
<member><name>sessionid</name>
<value><string>ea35cac53d2c12bd05caecd97304478a</string></value>
</member>
<member><name>kp3</name>
<value><string>4f2b256e0da4e7cbbebaac9f1fc8ca4a</string></value>
</member>
</struct></value>
</param>
</params>
</methodCall>

Logout worked:

<methodResponse>
<params>
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<param>
<value><struct>
<member><name>GOODBYE</name>
<value><string>XOXO</string></value>
</member>
</struct></value>
</param>
</params>
</methodResponse>

2. Business layer requests
Oncea successfullogin returnpackethasbeenreceived andsessionid/kp3havebeenextracted, every
subsequent packet sentto thephpgroupwareservermustbeprecededby anAuthorizationheader. Hereis
a sampleheader:

POST /phpgroupware/xmlrpc.php HTTP/1.0
User-Agent: PHP XMLRPC 1.0
Host: my.local.host
Authorization: Basic ZDgxNDIyZDRkYjg5NDEyNGNiMzZlMDhhZTdlYzAxZmY6NTU3YzkyYjBmNGE4ZDVlOTUzMzI2YmU2OTQyNjM3YjQ=
Content-Type: text/xml
Content-Length: 875

Thelongishstringis a base64encoding of the$sessionid. ’:’ . $kp3. For now this is ouronly supported
authentication method. Additional methodswouldprobablyalsoaffect themethodCalls.This is certainly
opento discussion.Following is a typical requestfor somecontactdata:

<?xml version="1.0"?>
<methodCall>
<methodName>addressbook.boaddressbook.read_entries</methodName>
<params>
<param>
<value><struct>
<member><name>start</name>
<value><string>1</string></value>
</member>
<member><name>limit</name>
<value><string>5</string></value>
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</member>
<member><name>fields</name>
<value><struct>
<member><name>n_given</name>
<value><string>n_given</string></value>
</member>
<member><name>n_family</name>
<value><string>n_family</string></value>
</member>
</struct></value>
</member>
<member><name>query</name>
<value><string></string></value>
</member>
<member><name>filter</name>
<value><string></string></value>
</member>
<member><name>sort</name>
<value><string></string></value>
</member>
<member><name>order</name>
<value><string></string></value>
</member>
</struct></value>
</param>
</params>
</methodCall>

Successfulresponse:

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value><struct>
<member><name>0</name>
<value><struct>
<member><name>id</name>
<value><string>1</string></value>
</member>
<member><name>lid</name>
<value><string></string></value>
</member>
<member><name>tid</name>
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<value><string>n</string></value>
</member>
<member><name>owner</name>
<value><string>500</string></value>
</member>
<member><name>access</name>
<value><string>private</string></value>
</member>
<member><name>cat_id</name>
<value><string>1</string></value>
</member>
<member><name>n_given</name>
<value><string>Alan</string></value>
</member>
</struct></value>
</member>
<member><name>1</name>
<value><struct>
<member><name>id</name>
<value><string>2</string></value>
</member>
<member><name>lid</name>
<value><string></string></value>
</member>
<member><name>tid</name>
<value><string>n</string></value>
</member>
<member><name>owner</name>
<value><string>500</string></value>
</member>
<member><name>access</name>
<value><string>private</string></value>
</member>
<member><name>cat_id</name>
<value><string>1</string></value>
</member>
<member><name>n_given</name>
<value><string>Andy</string></value>
</member>
</struct></value>
</member>
...

Unauthorizedaccessattemptreturns:
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<methodResponse>
<params>
<param>
<value><string>UNAUTHORIZED</string></value>
</param>
</params>
</methodResponse>

3. More to come...
Documenting everysinglecall will bedifficult, but shouldbedone.In leiu of this,pleaseseethe
class.bo{APPNAME}.in c.phpfiles in eachapplication/incdirectory in thephpgroupwarecvs.In this file
will bea list_methods()function, which returns theinformationto theserver about input/outputstructure
for eachcall. If thefile doesnothave this function, thenit is notyetworkable via this interface.As for
theactualfunctions, they arealsoin this file. Generally, they will all acceptassociativearrayinputand
returnsame,but notalways.Thiscodeis in flux, havefun.
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