phpGroupWare XML-RPC/SOAP
Methodology

1. System level requests

1.1. Login and authentication

Authenticatian for userloginsis handed interrelly nodifferertly thanfor thetypical phpGroupNare
login via webbrowser Senerlogins,addedor XML-RPC andSQAP, areonly slightly different.For
eitherprotacol, userandsenerlogin andauthenticatio andsubsequerreqiestsarehanded by their
respectie senerapgs, xmlrpc.phpandsoap.pb. A seneris identifiedby a customHTTP header
withoutwhicha normal userlogin will beuncertalen.

A clientor senersendgheappopriateXML-RPC or SOAP paclet containng host,user andpassverd
informationto the phpgw sener. Thesenerthenassignsa sessionidandkey, whichis retumedto the
clientin theapprgriateformat.

Our currert methodfor authenticatig requestsafter successfulogin is via the Authorization: Basic
HTTP headeto besentby theclient or requestingener. Theformat of this headeiis a base64encodng
of theassignedessionicandkp3variablesseperatethy a '’

Furthersecuritymaybeobtaired by usingSSL ontheclientandsener. In thefuture,we may
encryp/descrypthe dataon eitherend,or atleastprovide this asanoption The sessionicandkey
variableswill makethis possibleandrelatively secure.

1.1.1. system.login

Thefirst request aclientwill make is thesystem.logirmethod Hereis a sampleof a senerlogin paclet
in XML-RPC:

<?xm version="1.0"?>

<net hodCal | >

<met hodNanme>syst em | ogi n</ net hodNane>

<par ans>

<par ane

<val ue><struct >

<menber ><nane>ser ver _nane</ nane>

<val ue><stri ng>ny. host . name</ st ri ng></val ue>
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</ menber >

<nenber ><nane>user nane</ nane>

<val ue><stri ng>bubba</ stri ng></val ue>
</ menber >

<menber ><nanme>passwor d</ nane>

<val ue><stri ng>gunp</ stri ng></val ue>
</ menber > </struct></val ue>

</ par an»>

</ par ans>

</ met hodCal | >

And thesamein SOAP:

<?xm version="1.0"?>

<SOAP- ENV: Envel ope

xm ns: SOAP- ENV="ht t p: / / schenmas. xml soap. or g/ soap/ envel ope/" xm ns: xsi ="http://ww. w3. or g/ 1999
i nstance" xm ns:xsd="http://ww.w3. org/ 1999/ XM_Schenma" xm ns: SOAP- ENC="htt p:// schemas. xni soa
xm ns: ns6="http://soapinterop. org" SOAP- ENV: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ e
<SOAP- ENV: Body> <ns6: syst em | ogi n>

<server_nanme xsi:type=":string">ny.host.nanme</server_nane>

<usernane xsi:type=":string">bubba</username>

<password xsi:type=":string">gunp</password>

</ ns6: system | ogi n>

</ SOAP- ENV: Body>

</ SOAP- ENV: Envel ope>

The samestyle of pacletwould berequiledfor a user/clienfogin. A successfulogin shouldyield the
following reply:

<met hodResponse>

<par ans>

<par ane

<val ue><struct >

<menber ><nane>sessi oni d</ name>

<val ue><stri ng>cf 5¢5534307562f c57915608377db007</ st ri ng></ val ue>
</ menmber >

<menber ><nane>kp3</ name>

<val ue><stri ng>2f e54daallc8d52116788aa3f 93cb70e</ st ri ng></ val ue>
</ menber >

</ struct ></val ue>

</ par an»>

</ par ans>

</ met hodResponse>



And afailedlogin:

<met hodResponse>

<par ans>

<par anp

<val ue><struct >

<menber ><nanme>COAWAY</ nane>
<val ue><stri ng>XOXO</ st ri ng></ val ue>
</ menber >

</ struct ></val ue>

</ par an»>

</ par ans>

</ met hodResponse>

eqweqw

1.1.2. system.logout
Logou:

<?xm version="1.0"7?>

<net hodCal | >

<met hodNanme>syst em | ogout </ met hodNane>
<par ans> <par anp

<val ue><struct >

<nenber ><nane>sessi oni d</ nane>
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<val ue><stri ng>ea35cac53d2c12hd05caecd97304478a</ st ri ng></ val ue>

</ menmber >
<menber ><nane>kp3</ name>

<val ue><stri ng>4f 2b256e0dade7cbbebaac9f 1f c8cada</ st ri ng></ val ue>

</ menber >

</ struct></val ue>
</ par an»

</ par ans>

</ met hodCal | >

Logou worked

<met hodResponse>
<par ans>
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<par anmp

<val ue><struct >

<menber ><nanme>CO0DBYE</ nanme>

<val ue><stri ng>XOXO</ st ri ng></ val ue>
</ menber >

</ struct ></val ue>

</ par an»

</ par ans>

</ met hodResponse>

2. Business layer requests

Oncea successfulogin returnpaclet hasbeenreceved andsessionid/kp®ave beenextractel, every
subsequérpaclet sentto the phpgroupvaresener mustbe pre@dedby an AutharizationheaderHereis
asampleheade:

PGST / phpgr oupwar e/ xm r pc. php HTTP/ 1.0

User - Agent: PHP XMLRPC 1.0

Host: nmny.l ocal . host

Aut hori zation: Basic ZDgxNDl yZDRkYj g5NDEyNGNi MzZI MDhhZTdl Yz AxZmY6NTU3YzkyYj BmNGE4ZDVI OTUz Mz |
Cont ent - Type: text/xm

Cont ent - Lengt h: 875

Thelongishstringis abase64ncodimgy of the $sessionid ;" . $kp3 For now thisis ouronly suppaeted
authenticion method Additional methalswould probablyalsoaffectthe methaCalls. This s certairy
opento discussionFollowing is atypical requestfor somecortactdata:

<?xm version="1.0"?>

<net hodCal | >

<met hodNane>addr essbook. boaddr essbhook. r ead_ent ri es</ net hodNanme>
<par ans>

<par ane

<val ue><struct >

<nenber ><nanme>st ar t </ nane>

<val ue><stri ng>1</stri ng></val ue>
</ menber >

<menber ><nanme>| i m t </ name>

<val ue><st ri ng>5</ st ri ng></ val ue>



</ menber >

<nmenber ><nane>f i el ds</ nane>

<val ue><struct >

<menber ><nane>n_gi ven</ nanme>
<val ue><string>n_gi ven</string></val ue>
</ menber >

<menber ><nane>n_f am | y</ name>
<val ue><string>n_fam | y</string></val ue>
</ menber >

</ struct ></val ue>

</ menber >

<menber ><nanme>quer y</ nanme>

<val ue><string></string></val ue>
</ menber >

<menber ><name>fil t er </ name>

<val ue><stri ng></string></val ue>
</ menber >

<nenber ><nanme>sort </ nane>

<val ue><string></string></val ue>
</ menber >

<nenber ><nane>or der </ nane>

<val ue><string></string></val ue>
</ menber >

</ struct ></val ue>

</ par an»

</ par ans>

</ met hodCal | >

Successfutespoise:

<?xm version="1.0"?>

<met hodResponse>

<par ans>

<par ane

<val ue><struct >

<nenber ><nanme>0</ nane>

<val ue><struct >

<menber ><nanme>i d</ name>

<val ue><stri ng>1</ string></val ue>
</ menber >

<nenber ><nane>| i d</ name>

<val ue><string></string></val ue>
</ menber >

<menber ><nane>t i d</ nane>
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<val ue><stri ng>n</string></val ue>
</ menber >

<menber ><nanme>owner </ nane>

<val ue><stri ng>500</ stri ng></ val ue>
</ menber >

<menber ><nanme>access</ nane>

<val ue><string>pri vat e</stri ng></val ue>
</ menber >

<nenber ><nanme>cat _i d</ nane>

<val ue><stri ng>1</stri ng></val ue>
</ menber >

<menber ><nanme>n_gi ven</ nanme>

<val ue><stri ng>Al an</ stri ng></val ue>
</ menber >

</ struct ></val ue>

</ menber >

<menber ><nanme>1</ nane>

<val ue><struct >

<menber ><nanme>i d</ name>

<val ue><stri ng>2</ st ring></val ue>
</ menber >

<menber ><nanme>| i d</ nanme>

<val ue><stri ng></string></val ue>

</ menber >

<nenber ><name>t i d</ name>

<val ue><stri ng>n</stri ng></val ue>
</ menber >

<nenber ><nanme>owner </ nane>

<val ue><stri ng>500</ stri ng></val ue>
</ menber >

<menber ><nane>access</ nane>

<val ue><stri ng>pri vat e</ stri ng></val ue>
</ menber >

<nmenber ><nanme>cat _i d</ nane>

<val ue><stri ng>1</ st ring></val ue>
</ menmber >

<menber ><nane>n_gi ven</ nanme>

<val ue><stri ng>Andy</ stri ng></val ue>
</ menber >

</ struct ></val ue>

</ menber >

Unauthoizedaccesattemptretuns:
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<met hodResponse>

<par ans>

<par ane

<val ue><stri ng>UNAUTHORI ZED</ st ri ng></ val ue>
</ par an»>

</ par ans>

</ met hodResponse>

3. More to come...

Documeting every singlecall will bedifficult, but shouldbe done.In leiu of this, pleaseseethe
class.bo{APPMME}.in c.phpfilesin eachapgication/incdirectay in the phpgroypwarecvs.In thisfile
will bealist_ methals()function, whichreturrs theinformationto the sener abou input/autputstructue
for eachcall. If thefile doesnot have this function, thenit is notyetworkabe via thisinterface.As for
theactualfunctiors, they arealsoin thisfile. Generdly, they will all acceptassociatie arrayinputand
returnsame put notalways.This codeis in flux, have fun.
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